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Outside of being a security practitioner focused on helping businesses tackle their
cybersecurity risks while minimizing friction resulting in increased resiliency and helping
to secure people and processes with a solid understanding of the technology involved.

| am a dad, dog dad and career coach. | love helping other to achieve their best.
Through this channel, | help veterans with their transitions and others via non-profits like
Whole Cyber Human Initiative, Boots2Books and others.

| give back by producing a podcast focused on helping people who are “Breaking into
Cybersecurity” by sharing the stories of those who have done it in the past 5 years to
inspire those looking to do it now.

Co-authored:

“Develop Your Cybersecurity Career Path: How to Break into Cybersecurity at Any Level”
“Hack the Cybersecurity Interview: A complete interview preparation guide for ,
jumpstarting your cybersecurity career” / little s**
And advised on “Understand, Manage, and Measure Cyber Risk” —
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' DOMAIN 3: SECURITY ARCHITECTURE AND ENGINEERING

Select and Determine Cryptographic Solutions

USE CASE TYPE OF CRYPTOGRAPHY
Protect confidentiality of stored Symmetric

data

Protect confidentiality of data in Symmetric (possibly aided by
transit asymmetric)

Verify identity Public key infrastructure

Protect integrity (detect Hashing

tampering) (e.g., Message Authentication Code)
Protect passwords Hashing (with salt and pepper)
Nonrepudiation Digital signature
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Symmetric Encryption

‘Uses to encrypt and decrypt

Also called “ " encryption

Strengths include and cryptographic per bit of key

*Major weakness is that the before two parties may

communicate securely
*Keys are often shared via an out-of-band method

-Stream mode means each bit is independently encrypted in a “stream.”
*Block mode ciphers encrypt blocks of data each round:

*56 bits for the Data Encryption Standard (DES)

128, 192, or 256 bits for AES

*Some block ciphers can emulate stream ciphers by setting the block size to 1 bit; they are
still considered block ciphers.
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An example of a simple and provably unbreakable
Symmetric Encryption stream cipher is to take a message of length n (the

plaintext) and a truly random string of digits of the
A8y siream genarator same length (the key) and combine them as shown in

L @4_ below to produce the ciphertext.

A stream cipher is an
Output (k) encryption algorithm
that works
Y
Plaintext ﬂ—l—» Ciphertext (instead of a
; block)
Encryption

An Exclusive OR (XOR) function is a binary operation applied to two input bits. If the two inputs
are equal to one another, the result is zero. If the two bits are different, the resultis 1.
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Symmetric Encryption

What is this?

What is it important?

What is its weakness?

b
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Symmetric Encryption

What is this?

What is it important?

What is its weakness?

R

>

Crypto Museum
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Symmetric Encryption - Block Ciphers

Block ciphers use a deterministic algorithm
that takes a fixed-sized block of bits (the
plaintext) and a key value, and produces an
encrypted block (the ciphertext) of the
same size as the plaintext block. Different
key values will produce different ciphertexts
from the same plaintext.

Key —>

Plaintext

Y

Block Cipher
Encryption

Y

Ciphertext
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Symmetric Encryption - Block Ciphers

BLOCK CIPHER BLOCK SIZE (N) KEY SIZE (K) ROUNDS

DES 64 56 16
AES-128 128 128 10
AES-192 128 192 12
AES-256 128 256 14

The DES cipher is no longer considered secure because of its short keysize
AES was selected as the replacement for DES
Triple DES (3DES) is an important evolution of DES
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Symmetric Encryption - Block Ciphers
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Symmetric Encryption - BloC g san
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Symmetric Encryption - Block Ciphers

Block Cipher Modes of Operation
A block cipher such as AES takes eight bytes of plaintext and produces
eight bytes of ciphertext.

But what if your message is shorter than eight bytes, longer than eight
bytes, or not a multiple of eight bytes?

To handle messages that are not a multiple of the cipher's block length,
one mechanism is to add padding before encryption and remove the
padding after encryption.
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Symmetric Encryption
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Symmetric Encryption

Data Encryption Standard (DES) -
Electronic Code Book (ECB)

. Plaintext Plaintext Plaintext
The simplest and weakest form of DES TTTT] T
*No initialization vector or chaining ! ' '
*ldentical plaintexts with identical keys Block Cipher Block Cipher Block Cipher
encrypt to identical ciphertexts Key —=' Encryption | Key—=/ Encryption | Key —+  Encryption

As a trivial example, if one were to use ECB to encrypt the v v Y
birthdate field, then one could easily determine all the people | | [LLLL]
in the database born on the same day, and if one could Ciphertext Ciphertext Ciphertext
determine the birthdate of one of those individuals, you would

know the birthdate of all (with the same encrypted birthdate). Electronic Codebook (ECB) mode encryption
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Data Encryption Standard (DES) -

Select and Determine Cryptographic Solutions

Anatomy of a password disaster —
Adobe’s giant-sized cryptographic
blunder

As a trivial example, It one were to use ECB to encrypt the
birthdate field, then one could easily determine all the people
in the database born on the same day, and if one could
determine the birthdate of one of those individuals, you would
know the birthdate of all (with the same encrypted birthdate).
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Symmetric Encryption

A block mode of DES

*XORs the previous encrypted block of ciphertext to the next block of plaintext to be encrypted
*First encrypted block is an initialization vector that contains random data

*The “chaining” destroys patterns

*One limitation of CBC mode is that encryption errors will propagate: an encryption error in one block
will cascade through subsequent blocks due to the chaining, destroying their integrity.
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*One limitation of CBC mode is that NENEREERENENE) NENERERNENEEE MM ok
will cascade through subsequent blo A I !
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Cipher Block Chaining (CBC) mode decryption
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Symmetric Encryption

*Very similar to CBC; the primary difference is CFB is a stream mode
‘Uses feedback (the name for chaining when used in stream modes) to destroy patterns
-Like CBC, CFB uses an initialization vector and destroys patterns, and errors propagate

Initialization Vector (V)
LLLLL LU ]

| | l

Ke block cipher Ke block cipher Ke block cipher
y encryption y encryption y encryption
Ciphertext Ciphertext Ciphertext
< JIITITIITITTTd] < JIVTTIIITT0T] NN EEENNENEEN)
(HNEEERNEREEER HEEENEEEREEER) (HENENNERENEEE
Plaintext Plaintext Plaintext

Cipher Feedback (CFB) mode decryption
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Symmetric Encryption

*Like OFB; the difference again is the feedback: CTRmode uses a counter

-Shares the same advantages as OFB (patterns are destroyed and errors do not propagate) with an
additional advantage: since the feedback can be as simple as an ascending number, CTR mode

encryption can be done in parallel

Nonce Counter Nonce Counter Nonce Counter
c59bcf35... 00000000 c59hcf35... 00000001 c59bcf35... 00000002
IIIIIIIJIIIIII 1|IIIII¢IIIIIII IIIIIII¢IIIIIII
Ke block cipher Ke block cipher Ke block cipher
y encryption y encryption y encryption

Plaintext ———>
(TTTTTTTTTTIT]

Plaintext ——>

HENNENERENEEE

LLITTTTTTTTITIT]d

Ciphertext

Plaintext ——>

LLITTITTITTITIT]

LLITTTITTTITITT]d

Counter (CTR) mode encryption

Ciphertext

LLITTTITTITITTd

Ciphertext

Nonce Counter Nonce Counter Nonce Counter
c59bcf35. 00000000 ¢59bcf35. 00000001 ¢59bcf35. 00000002
OITTITITTTT1 OOITTITITTTT7 OITTITITTTT7
' t }
Ke block cipher Ke block cipher Ke block cipher
y encryption y encryption y encryption
Ciphertext-—»? Ciphertext —»? Ciphertext—-»?
[ENENENENENEEN (IITIITITTIT] NENNENENENENN
(HNENEENNENEER LITTTTTTTTIll] (HEENENEENENEE
Plaintext Plaintext Plaintext

Counter (CTR) mode decryption
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Symmetric Encryption

The following are the main differences between CBC and CFB:
e With CBC, a one-bit change in the IV will result in the same change in the
same bit in the first block of decrypted ciphertext.
o Depending on the application, this could permit an attacker who can
tamper with the IV to introduce changes to the first block of the message.
o This means with CBC it is necessary to ensure the integrity of the IV.
e With CFB, a one-bit change in the IV will result in random errors in the
decrypted message;
o thus, this is not a method of effectively tampering with the message.
e With CBC, the decryption of messages requires the use of the block cipher in
decryption mode.
o With CFB, the block cipher is used in the encryption mode for both
encryption and decryption, which can result in a simpler implementation.
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Symmetric Encryption

*Applies DES encryption three times per block

*FIPS 46-3 describes “ " (EDE) order using three keying options: one,
two, or three unique keys (called 1TTDES EDE, 2TDES EDE, and 3TDES EDE, respectively)

*Applying triple DES EDE with the same key each time results in the same ciphertext as single
DES

*2TDES EDE uses key 1 to encrypt, key 2 to “decrypt,” and key 1 to encrypt. This results in 112
bits of key length. It is commonly used for legacy hardware applications with limited memory

-3TDES EDE (three different keys) is the strongest form, with 168 bits of key length
*Two- and three-key TDES EDE remain a FIPS-approved standard until 2030 (sort of)
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Symmetric Encryption

. symmetric block cipher
Federal Information Processing Standard (FIPS) 197 (see:

*Uses 128-bit (with 10 rounds of encryption), 192-bit (12 rounds of encryption), or
256-bit (14 rounds of encryption) keys to encrypt 128-bit blocks of data

*Open algorithm, free to use, and free of any intellectual property restrictions
Designed to replace DES
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Symmetric Encryption

Dr. Ron Rivest (the “R” in the RSA algorithm discussed in the next section) developed a number of
symmetric-key algorithms, collectively known as the Rivest ciphers. These algorithms are annotated
RCn, and you should be familiar with these four:

e RC2 is a block cipher that uses a 64-bit block size and a variable-length key. RC2 is vulnerable
to chosen-plaintext attacks and should not be used.

e RC4 is a stream cipher used in internet protocols such as TLS and SSH, with variable length,
ranging from 40 to 2048 bits. RC4 is not considered secure and should not be used, although it
still is in many places.

e RCS5 is similar to the RC2 block cipher, but with a variable block size (32, 64, or 128 bits) and
variable key size (0 to 2040 bits). RC5 is considered secure with sufficient rounds of
encryption.

e RCG is a derivative of RC5 that uses a 128-bit block size and variable length keys (128, 192, or
256 bits). RC6 is an improvement upon RC5 and is considered to be a secure algorithm.
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Asymmetric Encryption [

*Solves the age-old challenge of preshared keys

*Whitfield Diffie and Martin Hellman, who created the Diffie-Hellman key
exchange in 1976

*RSA algorithm was invented in 1977 (RSA stands for “Rivest, Shamir, and
Adleman,” the authors’ names)

‘Uses . if you encrypt with one key, you may decrypt with the other
Also called public key encryption
*Public — Private key pair

*Math lies behind the asymmetric encryption - methods use “
, which are easy to compute “one way,” and difficult to compute in
the reverse direction.
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P,8 Step 1: Agree on prime and generator P,8
_i. Step 2: Generate private keys b=0

A= ga mod p Step 3: Calculate publickey B= gb mod p Rolling
=0+ Step 4: Exchange of publickeys \;“_‘O

k=B"modp k=A"modp

k= (gb mod p)a mod p Step 5: Calculating shared secret keys k= (ga mod p)b mod p

k=g mod p k=g” modp

=0 =0
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Asymmetric Encryption

Allows two parties to securely agree on a symmetric
key via a public channel

Also called the Diffie-Hellman Key Exchange

Alice Bob
picks x picks y
1
X
g n,g,dg modn—)_8
= 5 2
Alice computes < < g¥mod n Bob computes
(g¥ mod n)* (g* mod n)Y
=g®¥ modn =g® modn
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Asymmetric Encryption

*One-way function that uses

Solving this problem is harder than solving discrete logarithms, so
algorithms based on Elliptic Curve Cryptography (ECC) are

per bit than systems using discrete logarithms (and also stronger than
factoring prime numbers)

*Requires because shorter keys can be used
compared to other asymmetric methods

*Often
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Quantum Cryptography

One property of quantum mechanics that lends itself to
cryptography is that any attempt to observe or measure a
quantum system will disturb it. This provides a basis to
transmit a secret encryption key such that if it is
intercepted by an eavesdropper, it can be detected.

So, Alice first sends Bob a secret key using quantum key
distribution (QKD), and Bob checks to see if it has been
intercepted. If it has, he asks for another key. If it hasnt,
he signals Alice to start sending messages encrypted
using a symmetric cipher or a one-time pad and the key,
knowing that only Alice and he have access to the key and
therefore the communications will remain secret.

Quantum Encryption

1 IMAGINATION &

A CRYPTO NERD'S

HIS LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR,
CLOSTER To CRACK \T-
NO GoopD! IT'S
Uo%6 -BIT RSA\

EVlL PLRN

\S FOILED! ™ %

| ACTUALLY HAPPEN:

WHAT WOULD

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH
THIS $5 WRENCH UNTIL
HE TEus LS THE PASSWORD.

GOT' IT,

@W
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SRS  WHAT IF 1 TOLD YOU
— IDON'T KNOW WHAT

One property of quantum mechanics that lends itself ¢ AQ“AHT GIIMI’IITEII IS
: :\\’

attempt to observe or measure a quantum system will
to transmit a secret encryption key such that if it is inte
can be detected.

So, Alice first sends Bob a secret key using quantum ke
checks to see if it has been intercepted. If it has, he as
signals Alice to start sending messages encrypted usi
one-time pad and the key, knowing that only Alice and Q“
therefore the communications will remain secret.

™ nrnn

DITCUIN

PASSWORDS WITIIIN SEGONDS

imgflip.com
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Asymmetric Encryption

TVE BEEN POSING 1y
PUBLIC KEY FOR 15 YEARS
NOLJ, BUT NO ONE. HAS
EVER ASKED ME FOR IT

OR USED IT FOR ANYTHING
AS FAR AS T (AN TELL.

Leverages all three forms of encryption to provide
and manage digital certificates

*A digital certificate is a public key signed with a
digital signature

-Digital certificates may be server-based (used for SSL Web sites such as
https://www.ebay.com, for example) or client-based (bound to a person).

°If the two are used together, they provide mutual authentication and encryption.
*The standard digital certificate format is X.5009.
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Asymmetric Encryption - PKI

The standard for public key certificates (also known as digital certificates)
is X.509, defined by the International Telecommunications Union (ITU). An
X.509 certificate contains the following:

e Version number Certificate Authority O
e Serial number
e Signature algorithm ID
e |ssuer (CA) name P .
° Vahghty period (not before, not after) — @ \\@ W;Zs:;vs;tt;ﬁ;tgfgte
e SuU bJeCt name certificate 7 N private certificate
: i:bjj;?; p:bllc key (algorithm, public key) E L ' E

y. g . @ . (o 111)
e Optional extensions < >
e Certificate signature (algorithm, signature) —— ®

Web browser Web server

. FRSECURE @ This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License. 36


http://creativecommons.org/licenses/by-sa/4.0/

' DOMAIN 3: SECURITY ARCHITECTURE AND ENGINEERING

Select and Determine Cryptographic Solutions

PKI YOU DAWG, | HEARD'YOU LIKE
AUTHORIZED CERTIFICATES

-

¢

Certificate Authorities

-Digital certificates are issued by Certificate Authorities (CAs) |
SO WE'CREATED AN AUTHORITY ,TO AUTHORIZE

.-Aut.hentlcate-the identity of a person or organization before THE AUTHORIZATION OF YOUR CERTIFICATE
issuing a certificate to them AUTHORITIES. /

«CAs may be private (run internally) or public (such as Verisign or
Thawte)

Certificate Revocation Lists

Certificate Authorities maintain Certificate Revocation Lists
(CRL)

List certificates that have been revoked T

WIT“ A SEI.F SlG":En THAT, EEHTIFIGATEWOHK&
. OR INVALID CERT
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PKI

Root CA
Root ICA1 Cc1
® @ &
Root ICA1 c2 o ’Ss,,
Client Web Application Web Application @__O__O & 2
Server
Root ICA2 Cc3
Identity Certificate © O O
WWW.iSc2.0rg Intermediate CA1 Intermediate CA2
Certification Paths 7
Issuer — —
J l
. " $ %
Intermediate Certificate & %.
thawte EV SSL CA - G3 _
Decrypts Issuer ]
J l l Certificate 1 Certificate 2 Certificate 3
Root Certificate
(thawte Primary Root CA
Decrypts ( Public Key ) @
X
-
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Date  Incident Target ~ Reason

Stuxnet
Stuxnet driver s discovered to be signed with a valid
Jan 25 . . g Stolen
certificate to Realtek corps. On UL =
8ing "
2011 4y 16 2011, Verisign revokes Realtek Semiconductor Corps SHESAE
certificate.’
Mar 24 Comodo Vulnerabllity
2011 S 3 revenge for Stuxnet, an Iranian Hacker forges fake comoDo in
certificates for google email services. * Enroliment
[ ] Diginotar —
Avg 29 A user named finds a certificate warning about a revoked Non Disclosed [l
[ ] 2017 S5t certificate Google services. The certificate was issued on ¢ DigiNiotar Web —
July 10th by Dutch DigiNotar. The fake certificate was forged Vulnerabisity
by Comodo Hacker, and revoked immediately. !

° ° ° Diginotar, Globalsign and StartCom
Select and Determine Cryptographic Solutions L, S
imodo Hacker also clalms to own four more CAs, amorg @ Globaisign N/A

2011 which iSign which pr issuance
P KI certificates. Another one StartCom was able to avoid the

hack since its CEO was sitting in front of HSM, although the StaiCOMIE)
attacker claims to own emails, D8 and Customer data. *

Symantec

- = Sep7 As a consequence of Comodo Hackder's claims, Symantec v N/A
1 1 —re= i Q 2011 releases a statement to reassure their customers their Y Symantec
- infrastructure has been audited and it is not compromised. *
L+ i s
Panic Iis spreading on the Certification Authority industry.
2011 Thawte publishes a similar than th N/A
Pl n. after an erroneous report from a Dutch Government agency
: according to which the Security firm had been breached, ¢
P GlobalSign
=2 After suspending Issuing certificates, GlobalSign finds
Sep9  evidence of a breach to the web server hosting the www @ Giobarsign Breach on
2011 website. The breached web server has always been isolated Web Site
from all other infrastructure and is used only to serve the
www.globalsign.com website. ”

, DigiNotar

diginotar.nlv"

Duqu
Researchers discover that Duqu, the son of Stuxnet, masks

= z s Itself as legitimate code using a driver file signed with a valid /.\
) Oct19 digital certificate. The certificate belongs to a company Stolen
93 This Connection is Untrusted i e e e by o s, L O S
A Electronics Incorporation. The certificate was set 10 expire 4
. . . on August 2, 2012, but authorities revoked it on Oct, 14,
. ., shortly after Symantec began examining the malware. *
You have asked Firefox to connect securely to www.diginotar.nl, but we can't

confirm that your connection is secure. z:nm Malaysia (not to be confused with US based
. . Mozilla announces to revoke another intermediate signing
Normally, when you try to connect securely, sites will present trusted certificate used by a registrar in Malaysia, DigiCert Sdn. Bhd.
d t-f~ t- t th t A t th . ht | H th- (not to be confused with US based DigiCert) which had
lgentitication 1o prove that you are going 1o the right place. However, this Nov3 issued 22 weak certificates (RSA 512) to the Malaysian
site's |dent|ty can't be verified. | 2011 government that could lead to abuse or compromise,

Entrust stated that two of the certificates issued were used
to sign malware used in a spear phishing attack against

Jlglcert N/A

1

another Asian certificate authority. Three other certificates
What ShOUId I DO? were also involved, but were not issued by DigiCert Sdn.
Bhd.*
w o . (KPN G
If you usx{ally connect to this site W|th0L_Jt problemes, this error coul.d mean that e e S S
someone is trying to impersonate the site, and you shouldn’t continue. Nova  stops issuing Gigital certificates as a precaution after finding g3 the 3 Web
2011 an attack DO0S tool during an audit on a server In its Wed 5 pn =
infrastructure. The tool may have been there for as long as Ve
Get e out of herel four years. @
Ag and
_ " Institute
F-Secure detects a3 malware signed with a Governmental
TeChn I Cal Detal IS Nov14 Signing Key belonging to mardi.gov.my which is part of the Stolen
2011 Government of Malaysia: Malaysian Agricultural Research m——————=  Certificate
. and Institute. ing the inf
I U nderSta nd the Rl SkS received from the authorities, this f has
been stolen "quite some time ago™. **
Gemnet
pecg Another Dutch Cerification Authority breached: security HoPamwore
2011 firm Gemnet suffers a data breach Including administrative &
i Parent pany KPN has sister ’ml
- company Gemnet CSP's certificate signing operations, *? po
L seshiparows wordpeess com
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PKI

Key Management Practices
Secure use of cryptography depends on keeping symmetric and
private keys confidential. Attackers who can obtain or guess a secret
key can compromise the confidentiality and integrity of the data
protected by that key.
Proper cryptographic key management includes the following:

e Secure key generation
Secure key storage and use
Separation of duties, dual control, and split knowledge
Timely key rotation and key change
Key destruction

EncryptRIGHT
KEY MANAGEMENT
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PKI . .
There are two factors that make for a secure cryptographic key: R K:ZeGe"erat'on AlERTIBIT
e length -’\»—>_ O

e randomness
The strength of a symmetric key also depends on its being
unpredictable (i.e., unguessable).

Using a mechanism that will generate high-quality (i.e.,
cryptographically secure) random numbers is essential for key
generation.

The best method is to use hardware-based true random number
generators that rely on physical phenomena known to be truly random.
(TPMs and HSMs, as well as some microprocessors)

. FRSECURE This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License.


http://creativecommons.org/licenses/by-sa/4.0/

DOMAIN 3: SECURITY ARCHITECTURE AND ENGINEERING

Storage

Select and Determine Cryptographic Solutions Ql SR, - Data(encrypted with DEK)

- DEK, almost always AES256

P KI (wrapped with KEK)

Layers of securit
yer cunty KMS
- KEK, either AES256 or AES128
(wrapped with KMS master key)

Encrypted and stored in
Zoho docs ,
DB ° :_ Data Encryption Key (DEK)

Encrypted and stored in .. Root KMS
KMS Key Encryption Key (KEK) - KMS master key, AES256
' (wrapped with Root KMS master key)
Seperate Stored in o — Master key
Server

One could store the master key in
any of the following:

e A hardware-encrypted USB key
e A password management app

e A secrets management package

- Root KMS master key, AES256

- Root KMS master key, AES256
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Separation of Duties, Dual Control, and Split Knowledge 55%2%% SRS
These are three types of controls used to mitigate the risk of a rogue
employee:
° - certain processes should require at least
two different individuals to complete from beginning to end.
° - specific step in a process requires two or more
individuals.
o - a key (or password) is split into two or more

pieces such that each piece is unusable by itself, and it requires
that two (or more) pieces be brought together to decrypt the datz.
(or access the system)

These three concepts are related but different.
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PKI - Key Rotation

Timely Key Rotation and Key Change

Application Application Application
Why rotate keys? :
e To limit the damage should the key be el L sl i [ (Dm) -
discovered by an attacker ‘
e To limit the amount of data encrypted by
the same key (the more data encrypted v B 2 B Hello’
using the same key, the easier it is to crack
the encryption) * Key Rotation [ |
e To limit the time available to the attacker “"“\ »
to crack the cipher (if none of your data is . @ ‘
encrypted with the same key for longer than -

one year, then any brute-force attack must
be able to be completed within a year of the
key's generation)
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PKI - Key Destruction

e Once a key has been retired and it has been

determined that there is no data that has been B seuance
encrypted using that key that will need to be y ,
decrypted, then the key must be securely
destroyed. Rencual Provisining
T 1 Servers, Applications
o This involves locating every copy of the key

and deleting it in a manner appropriate for the
media on which it was stored to ensure that it

cannot be recovered. Security Discovery
e Depending on the media and the risk of it e ——
certificates

becoming accessible to unauthorized individuals,

this may require overwriting the storage '
yreq 9 g¢, Monitoring Inventory

degaussing of the media, or physical destruction - o
. . . . . i i roup certificates
of the media or device containing the media. and managed
enuties

e Records ought to be kept that document the
locations of the destroyed keys and the means
used to ensure secure destruction.
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Digital Signatures and Digital Certificates

*Used to cryptographically sign documents .—> .
*Provide , which includes authentication of the ‘gj;;vgj';;j’; e |
identity of the signer, and proof of the document’s integrity =
(proving the document did not change) = e T i
-Use a hash function to generate a hash value of the plaintext T ] L
-Create the digital signature by encrypting the hash with a [
private key .

*Digital signatures provide authentication and integrity, which
forms nonrepudiation. They do not provide confidentiality: the
plaintext remains unencrypted.
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Digital Signatures and Digital Certificates

j : j Hash
—)( Hash Value ) l@ »(_Hash Value
= [ Digital ] Authenticated
Signature Signature
Allce s Private As;(/:rlr;)w:rtnc . > 2
Key Encryption _— e T e Forged

*
ol Asymmetrlc i Signature
Digital ' Alice’s Public :
l Signature De%lr[;r?ﬁtiron —>( Hash Value )
Digital A
Signature )°«---- ssuue

Signed
Producing a Digital Signature Message Verifying a Digital Signature

There are a number of possible vulnerabilities with digital signatures:
e Hash collision
e Private key disclosure
e CA compromise

A digital signature, in and of itself, does not protect the confidentiality of the message. If that is
required, the sender must also encrypt the message itself.
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Digital Signatures and Digital Certificates

o Is the ability to prove thata Q
message must have originated from a \ ==
specific entity. — - S

7.
0 Y,
Ly) ,”C
g Yo
Y

0 [% See (WYSyWYS)
-_——//

=% Sign
TLS

e This can be critically important, for
example, with contracts or other legal
documents, as well as instructions to banks
or orders to suppliers.

e Only with the ability to demonstrate
nonrepudiation of the received 0Ff o
communication can the recipient act on the
message with confidence that the Factor
originator is accountable for the content of
the message.

Proposed Transaction

User Private Key
(Hardware Security
Module)
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Digital Signatures and Digital Certificates

Blockchain and Nonrepudiation
Another approach to nonrepudiation is to use a blockchain.
Blockchain is a form of a decentralized and distributed ledger in
which records are recorded and linked together, using
cryptographic hashes, meaning that to change any record in the
blockchain, one must change every subsequent block.
Since the blockchain is distributed (i.e., stored by multiple
systems), it requires the collusion of a majority of the blockchain
participants. For a sufficiently widely (and independently)
operated blockchain, this is infeasible. For example, Bitcoin
currently (early 2021) has approximately 12,000 nodes across
100 countries.

Not all distributed ledgers require blockchain, and not all
blockchains need to be “coin-based” like Bitcoin and Ethereum.

The Properties of Distributed Ledger Technology (DLT)

bl Distributed
Programma e All networl k partici| ipants

A blockchain is have a copy of the ledger
programmable for complete transparency
(i.e. Smart Contracts)

Immutable
Any validated records
irreversible and connot be

Secure
AII

ords
ddlly ypd changed

Anonymous
Tlme stamped

Euromoney Learning 2020

How changes get made on a blockchain

Person A wants to This change will create This block is broadcast

make a change to the anew “block’ to every computer on
blockchain. the distributed network

The wbI k dddtth Those computer:
h n. There is a permanent of the change.

Bt hg St
it BaTudor

b2\
@
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Integrity

Cryptographic methods can do more than just protect the

confidentiality of messages and help prove the identity of T N

the originator. KEY,HOW AREYOU GOING T0 PROTECT THEKEY

l' "

DIFFERENT KEYS
PUBLIC KEY PRIVATE KEY -
> /
} K™ Y '
= 8¢ fa == : - mm—
- ENCRYPTION isi2c DECRYPTION - \ !
PLAIN TEXT CIPHER TEXT PLAIN TEXT
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A is an algorithm that takes a block of data (i.e., a
message or file) and computes a derived value such that any change to
the data will result in a change to the hash value.

*Provides encryption using an algorithm and

Called “ hash functions” because there is no way

to reverse the encryption

.A Y ‘

(often called a “message digest” or a “hash”) THERE ARENEW CRYPTOGRAPHIC HASH
. : . . : ML FUNCTIONS SINCE1995.,.. 0y

*Primarily used to provide integrity: if the hash of a plaintext changes, the plai : Syaleles

*Older hash functions include Secure Hash Algorithm 1 (SHA-1), which creates a 160-bit hash and
Message Digest 5 (MD5), which creates a 128-bit hash

Newer alternatives such as SHA-2 are recommended
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Integrity
Generation Verification A is a mathematical function that
M My takes a block of data and calculates a number
l i (the checksum) in a manner such that any
o T single change to the block of data will cause
as as
Function e the checksum numbe_r to change. .
e As the name implies, a checksum is
l l typically calculated by taking the sum of
H; Hy each byte in the message, as an
v unsigned integer, and ignoring any
Compare overflow.
t
> Hj
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Integrity

*Hashes are not unique, because the number of possible plaintexts is

far larger than the number of possible hashes Michael |
*More than one document could have the same hash: this is called a il — 2
collision Dwight = — 3

. : : : : Pam = — 4
-Collisions are always possible (assuming the plaintext is longer than Tohy

the hash), they should be very difficult to find

_ 'CAN'THAVEHASH COLLISIONS

s

uwr

[AFYOUDONT HASH YOUR PASSWORDS
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*Message Digest algorithm 5, created by Ronald Rivest
Creates a 128-bit hash value based on any input length

Weaknesses have been discovered where collisions could be found in a
practical amount of time

*MD6 is the newest version of the MD family of hash algorithms, first published
in 2008

Message Digest 5 (MD5) is a very well-known and widely used algorithm as a hashing function.
It was later discovered to be susceptible to collisions. Now considered “cryptographically broken”
Despite its flaws, MD5 can still be safely used as a checksum — however, it is not suitable for use in hashing
applications
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Integrity
Generation Verification
, K & 0x363636... || M, K & 0x363636... || M,
concatenates a secret key (which has been XORed with a string
to pad it to a fixed length) and hashes that. It then takes that il 2hn
hash, combines it with the key again, and hashes it a second . '
time, producing the HMAC value. K@ 0x505C5C... || H, K@ OX505C5C... || Hy
HMAC is a less complex method of ensuring message integrity | |
and authentication, but with the overhead of sharing a Rioal ! Al
symmetric cipher key. l l
Digital signatures eliminate the need to share a secret but HuAc HuAck
require the overhead of PKI. y
Compare
i
>  HMAC(KM,)
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UNDERSTAND METHODS OF CRYPTANALYTIC ATTACKS

Used by to recover the plaintext
without the key or to recover the key itself

*Generates the entire keyspace, which is every
possible key

*Given enough time, the plaintext will be
recovered

Effective attack against all key-based ciphers,
except for the one-time pad

¥ FrsEcurE

\LWAYS|EASY THE BIIIl]'E:FﬂIIGE

4 "/ SIMPLY EXPLAINED:
- ",' -~ BRUTE FORCE ATTACK
~ ‘3 "

)

geek & poke

WAYIS NOT. YEESSSSSSS.

... TIM? JACK?
TIMOTHY? PETE?
HARRY? ...

BRUTE FORCE
e
W, 2\

£k

MEETING AN OLD SCHOOLMATE

~
e 1

SO YOU'RE TELLING ME THERE'S A
cHA"cE- 11111 genera tor.net
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UNDERSTAND METHODS OF CRYPTANALYTIC ATTACKS

Defenses against a stolen password list used for Brute Forcing:
e Hashing complexity

e Salting SECURITY  May19, 2016
117 million hacked LinkedIn accounts sold on Dark Web
Secure your LinkedIn account with In 2012, LinkedIn was hacked and now a data set filled with user credentials
WOsSIEp VETTTICati has appeared
Two step verification gives you additional
security by requiring a Verification code
@ whenever you sign in on new device. Learn L'"k"dm

What to do if your

.
Your phone number or Authenticator App helps account gets)mcked

us keep your account secure by adding an Enter the code you see on your authenticator 3\ Q

g additional layer of verification. Your phone app ‘l ! 010012 uww&mhm c'.
number also helps others, who already have [. 1010101 nsﬁ 0
your phone number, discover and connect with i

you. You can always decide how you want your
phone number used. Learn more

leked m

f' DU LAY AT RAL AL OO TUU IV IY

== 00}

bea biors with Seting T tods
“ R Yo Soraeve e
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UNDERSTAND METHODS OF CRYPTANALYTIC ATTACKS

Salted Password file contains two fields (in addition to the No saking.. PRI
user's login

name and other metadata):

e The salt

e The output of HASH (salt + password)

To be secure, the salt must be the following:

e Long (at least 16 bytes, and preferably 32

or 64 bytes) Password Hash Salting
o Random (i'e" the OUtPUt Of a User Passwor d Salt Added /::;::Itrll?n Hashed Password + Salt
Cl’yptographica”y secure pseudo-random Apple ===p AppleyrtZd  w=—p @ —p  53107b3a79cc2f78b9526aa6bd40c34
number generator) N
. \ Hashed Store
e Unique (calculate a new salt for every
user's password, and a new salt every A e
time the password is changed) i
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UNDERSTAND METHODS OF CRYPTANALYTIC ATTACKS

Used by to recover the plaintext without the key or to
recover the key itself

*Relies on recovering and analyzing a matching plaintext and

— Secure channel
Key T
Sender
Plaintext Chw:k’c_-t; S A |
v /._«'p.‘annic‘xf C«'p'JhC'?Cyt Plaintoxt
ercrpton | > [SRNNRINOIRNNN - Decnpton

ciphertext pair

*The goal is to derive the key which was used

*Cryptanalyst chooses the plaintext to be encrypted
*Goal is to derive the key

-Adaptive-chosen plaintext begins with a chosen plaintext attack in
round 1. The cryptanalyst then “adapts” further rounds of encryption
based on the previous round
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Select and Determine Cryptographic Solutions

UNDERSTAND METHODS OF CRYPTANALYTIC ATTACKS

is the study of the frequency of

characters (letters, numbers, or groups of either) in
ciphertext. This attack works best against rudimentary 2
cryptographic approaches such as substitution
ciphers that map each character in a given set (e.g., - | I | I |
alphabet) to another character (for example,a=2z, b = g " i
y, and so on). | s
e By understanding the typical distribution of

characters in a given language, frequency

analysis can help a cryptanalyst deduce plaintext

equivalents of commonly occurring ciphertext

characters.

II ||| IV-III
OQORSTUVWXY Z

ADCDEFTF KLMNOP
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Select and Determine Cryptographic Solutions

UNDERSTAND METHODS OF CRYPTANALYTIC ATTACKS

*A known plaintext attack where the cryptanalyst finds large amounts of plaintext/ciphertext pairs
created with the same key

*The pairs are studied to derive information about the key used to create them

Use physical data to break a cryptosystem, such as monitoring CPU cycles or power consumption
used while encrypting or decrypting

Implementation attack is a broad term used to describe any attack that exploits implementation
weaknesses, such as in software, hardware, or the encryption algorithm itself.
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UNDERSTAND METHODS OF CRYPTANALYTIC ATTACKS

Fault injection attacks are side-channel attacks that involve deliberately 6;5:8 Bk Physical ':;.\@
injecting faulty or erroneous inputs and observing the errors and outputs. rerureeten \

A timing attack is a side-channel attack that involves the attacker ”
attempting to compromise a cryptosystem by monitoring the time taken to { ik o Erronous result

unexpected behav

execute algorithmic functions. Fault exploitation or

An MITM attack requires that the attacker be able to intercept and relay sz (x
messages between two parties. L s

Web Application

L--J

Papetf
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Select and Determine Cryptographic Solutions

UNDERSTAND METHODS OF CRYPTANALYTIC ATTACKS

: . N .
Pass the hash is an attack that occurs when an attacker obtains a password hash . :
) S . . T O

and passes it through for authentication. With this type of attack, the attacker does ' j

not need to decrypt the hash or otherwise obtain the plaintext password. This type : ,

of attack targets the authentication protocol, as opposed to the hash or any other 5, N >
cryptographic elements. : i ??

A least privilege security model can help limit the likelihood and impact of a 2, N N

potential pass-the-hash attack by reducing an attacker's ability to gain and use
elevated privileges. Password management processes and tools that rotate
passwords (preferably automatically) can also help fight against this attack.

Kerberos is a network authentication protocol that uses symmetric-key encryption
to provide strong authentication for client/server environments. The protocol
operates on the basis of tickets that allow nodes (systems) on a network to prove
their identity to one another.
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UNDERSTAND METHODS OF CRYPTANALYTIC ATTACKS

S0 1JUST HAVE TO PAY YOU HALF A

Ransomware is malicious software that infects a system, encrypts the victim's files, and
renders them unavailable until a ransom is paid.

e the victim is given instructions on how to pay a fee to get the decryption key
required to recover their data. )

o Attackers will often request payment in Bitcoin, due to its anonymity. BITCOIN T0 UNLOCK

MYCOMBUTER:,

Protection best practices: JU ERHECT 10 MEGEIVE DEGFVETIC

e Keep your operating systems and applications patched and up-to-date, limit use of
administrative privileges (i.e., least privilege)

e Use trusted antimalware software with updated signatures, among the other
system hardening best practices.

e Maintaining overall good security hygiene, backing up your data frequently
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‘Physical assets: people, buildings, systems, and data

*CISSP® exam considers human safety as the most critical concern of this domain -
trumps all other concerns

*Physical security protects against threats such as unauthorized access and disasters,
both man-made and natural
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The general security principles outlined earlier for information security also have
application to site and facility design.

The primary physical threat to confidentiality and integrity
is unauthorized access (e.g., intruders and theft).

In addition to the threat to availability from unauthorized access, availability
can also be compromised intentionally or accidentally by a range of events:

e Environmental events such as fire, floods, storms, or earthquakes
e Infrastructure events such as power outages, cooling (HVAC) failure, floods (from
burst water pipes)
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Apply Security Principles to Site and Facility Design

Wiring Closets/Intermediate Distribution Facilities
Vulnerabilities related to networking distribution differ slightly between a data center and
an office.

° (or cloud-hosting provider), the
network distribution will be within the same perimeter as the servers themselves, so
the physical and environmental security controls will apply to both.

° , different clients will have access to different areas of the facility (to
access the equipment owned by or assigned to them for their exclusive use).

o Wiring closets are managed by the hosting provider and must not be accessible to
clients, as it would permit even authorized clients to access or affect service to
other clients.

° , intermediate distribution facilities need to be protected from both malicious
outsiders and insider threats, not to mention environmental risks.
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Apply Security Principles to Site and Facility Design

Location
e Avoid keeping combining wiring closets with other building services,
as they often lack sufficient circulation and security
o Small wiring closet full of network switches with poor (or no)
ventilation can overheat, at a minimum shortening the life of your
equipment, causing random resets, errors, and even total failure
in the worst case.
o Wiring closets can also be at risk from threats such as burst or
leaking pipes that pass through or near the space or overflowing
washrooms on the floors above

Consider compensating controls to secure access, add circuiation as well
as plan for worse case scenarios like floods and power outages and the
effect on equipment

' HABRV.WORK
—ANNIVERSARY TOM

IEYOU/DICOME|IN ON THE WEEKEND

ANDCLEANJUP. SOME WIRING.
BEGREAT!
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Apply Security Principles to Site and Facility Design

Server Rooms/Data Centers
Security controls need to be selected to address the following:

e Physical access risks
e HVAC
i i HARD DRIVE BROKEN AND DATA LOSS? NO PROBLEM!
¢ E_nVIranentaI risks . ASKNSAAND CIA TO SEND YOU A BACKUP.
e Fire risks ‘ '

lom ‘ﬁ— A
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Apply Security Principles to Site and Facility Design

Server Rooms/Data Centers

These controls should cover, at a minimum, the following:

e Personnel (e.g., background checks, training, or access
procedures)

e Maintenance

e Logging, monitoring, and alerting

e Control testing and auditing

IF YOU DONT KNOW WHAT'S WRONG,
I'M NOT GOING TO TELL YOU
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Apply Security Principles to Site and Facility Design

Server Rooms/Data Centers
Review the guidance available from organizations such as the following:

e American Society of Heating, Refrigerating and Air-Conditioning Engineers
(ASHRAE)

e ANSI/BICSI: ANSI/BICSI 002-2014, Data Center Design and Implementation
Best Practices
e Electronic Industries Association and Telecommunications Industries Association

(EIA/TIA): ANSI/TIA-942, Telecommunications Infrastructure Standard for Data
Centers

e European Union (EU): EN 50600 series of standards

e International Organization for Standardization (ISO): ISO/IEC 30134 series,
“Information technology — Data centres — Key performance indicators”

e Uptime Institute: Tier Standards
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Apply Security Principles to Site and Facility Design

Media Storage Facilities

Recommended Controls:

e Controlled and stable temperature and humidity

e Air filtration and positive air pressure to minimize infiltration by airborne dust and
microfine particulate matter or contaminants (such as corrosive fumes and
engine exhaust from diesel generators or nearby vehicles)

e Appropriate floor covering to minimize static electricity

e Careful siting of the media storage facilities to avoid magnetic fields that might
arise from electrical equipment (e.g., transformers or motors)
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Apply Security Principles to Site and Facility Design

Media Storage Facilities
Other considerations with respect to media storage include the following:

e [f the environment of the media storage facility is different (in temperature or humidity) than
the production environment in which the tape will be read, then time must be allowed for the
tape to acclimate to the different environment before being processed.

e Some tape media needs to be “retensioned” (i.e., unspooled and respooled), depending on
the tape manufacturer's recommendations (e.g., every three years).

e For longer archival storage, it is advisable to read the data from the stored media and
rerecord on new media. Again, the tape manufacturer's recommendations ought to be
followed with respect to the appropriate frequency (e.g., every six years).

e Appropriate procedures are necessary for the tracking of media that are placed in, and
removed from, storage. This may include bar code scanning and separation-of-duties
controls requiring two people to sign in and sign out media items.

e Fire detection and suppression systems may need to be installed.
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Media Storage Facilities
Other considerations with respect to media storage include the following:

e Proper housekeeping is required to reduce the possibility of fire and to reduce the fuel available
should a fire break out. On a related note, media storage facilities ought to be used only to
store media and should not be shared with other general storage.

e Depending on the risk analysis and costs associated with managing on- premises media
storage, it may be appropriate to retain the services of an off-site media storage service that
will handle the physical security and environmental concerns related to secure long-term
storage of media. This can be used for all media, or a portion, in order to provide disaster
recovery should the primary media storage facility be damaged by fire or other calamity.

e Appropriate media end-of-life procedures must be enforced to sanitize (e.g., by degaussing
magnetic media) and securely destroy media before disposal so that sensitive information
cannot be extracted from the media once it leaves the control of the organization.
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Apply Security Principles to Site and Facility Design

Evidence Storage

The evidence storage room include the following:

e Strict policies surrounding who is permitted access to the
evidence storage room, the information that is to be entered into

the log, and procedures governing the management of the M Rt T
access keys to the evidence storage room o
- - - e sl Storage Room
e Video monitoring AN T
. s AN . < Drug Evidence
e Double locks on the evidence storage room doors, or a = B ] s
locked storage cabinet inside the locked evidence storage room, N B <:%
with separation of duties surrounding the control of the keys, so Sl
that two people are required to access the evidence storage SN, )
333239 S8 Weapons % ; ragc;cirzzlforce?\rtry
Evidence ‘
Storage Room— ™
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Apply Security Principles to Site and Facility Design

Work area security must be designed in response:
e Risk assessment (including threat modeling)
e Security principles and the appropriate controls to mitigate risk.
The considerations to be addressed include:
least privilege
need-to-know
separation of duties
dual control
defense in depth
compliance obligations

O O O O O O
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Apply Security Principles to Site and Facility Design

Least Privilege and Need-to-Know
e Access to restricted and secure areas must be granted only to the extent
necessary for individuals to carry out their responsibilities, in accordance with
formally approved policies and procedures.
e Access also must be periodically reviewed to ensure that the justification for
access has not changed.
e Detailed auditable records attesting to the previous must be maintained.
Separation of Duties and/or Dual Control
e Depending on the risk assessment, it may be appropriate to require more than
one authenticated staff member to be present in order to obtain access to the
secure work area.
e Administrative control, verified through guard records or video surveillance, or it
can be enforced through multiple locks or electronic access controls.
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Apply Security Principles to Site and Facility Design

Defense in Depth

Mantrap - A preventive physical control with two doors. Each door
requires a separate form of authentication to open

Bollard—A post designed to stop a car, typically deployed in front of
building entrances

Smart card—A physical access control device containing an
integrated circuit

Tailgating—Following an authorized person into a building without
providing credentials

Perimeter Defenses - Help prevent, detect, and correct unauthorized
physical access. Should employ defense-in-depth Fences, doors,
walls, locks, etc.
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w o 1. Perimeter Defense

Defense in Depth

Different types of security controls ought to be considered for the
higher security zones. In addition to preventive controls such as door
locks, detective controls such as video monitoring and corrective
controls such as motion detectors and alarms can be used as
compensating controls should the primary preventive control (e.g.,

5. Data Centre Room  piscrete Vendor
Access to Racks

the door lock) fail or be compromised. OROk e
Multifactor authentication techniques are as valuable for physical THE 7 LAYERS OF CYBERSECURITY
access as for logical (e.g., login) access. Requiring a user to have an e AN LAYER

access card as well as enter a personal identification number (PIN) to e
unlock the door to higher security zones protects against loss of the ——
access card and its use by an impostor. Requiring the card (and not
the PIN alone) protects against shoulder-surfing by a threat actor
observing staff enter their PINs.

:MindSight» Learn more at www.gomindsight.com.
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Apply Security Principles to Site and Facility Design

Compliance Obligations

Requirements for the following:

e Personnel identification Guards

e Electronic access control Electronic intrusion detection Video
monitoring

e Interior access controls

One solution for having confidential discussions is the Sensitive
Compartmented Information Facility (SCIF). SCIF is a common term
among U.S. and British military and governmental agencies with a
need for isolated space to preserve confidentiality.
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Apply Security Principles to Site and Facility Design

‘Designed to provide a safe environment for personnel
and equipment

‘Power, HVAC, and fire safety are considered
environmental controls

Reliable electricity is critical for any data center

*One of the top priorities when selecting, building, and
designing a site
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Apply Security Principles to Site and Facility Design

All types of electrical faults can impact availability and
integrity
*The following are common types of electrical faults:
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Battery UPS systems can differ in a number of important aspects:

o : The capacity of the unit to deliver a specified level of
continuous power

o : The time during which the unit can maintain the load

o : The ability of the unit to isolate the equipment from

noise,surges, and other problems with the utility power Reliability:
Some designs trade low cost for reliability
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With both power (UPS and generator) and HVAC systems, due
consideration has to be made for the following:

L

° (of UPS and generators, and backup
HVAC equipment if not used in production)

o (and regular tests of those
subsystems)

° to ensure all of the above are being

properly and regularly performed
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Apply Security Principles to Site and Facility Design

Provide protection against electrical failures

*Protect equipment from damage due to electrical surges

*Contain a circuit or fuse which is tripped during a power spike or surge, shorting the power or
regulating it down to acceptable levels

*Provide temporary backup power in the event of a power outage

*May also “clean” the power, protecting against surges, spikes, and other forms of electrical
faults

*Backup power is provided via batteries or fuel cells

*Provide power for a limited period of time, and can be used as a bridge to generator power;
generators typically take a short period of time to start up and begin providing power
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*Designed to provide power for longer periods of times than
UPSs

*Will run as long as fuel is available

Sufficient fuel should be stored onsite for the period the
generator is expected to provide power

‘Refueling strategies should consider a disaster's effect on
fuel supply and delivery

*Generators should not be placed in areas which may flood or
otherwise be impacted by weather events

*Should be tested and serviced regularly.
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TIER AVAILABILITY REDUNDANCY

LEVEL %

1 99.671 None. Multiple single points of failure.

2 99.741 Some. Nonredundant (e.g., N) UPS.

3 99.982 N+1 UPS. Able to take equipment out of service
for maintenance without affecting operation.

4 99.995 2N UPS. No single point of failure, able to

automatically compensate for any single failure.
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With both power (UPS and generator) and HVAC systems, due
consideration has to be made for the following:
e Regularly scheduled maintenance
e Regular testing under full load (of UPS and generators, and backup
HVAC equipment if not used in production)
e System fault detection and alerting (and regular tests of those
subsystems)
e Periodic checks and audits to ensure all of the above are being
properly and regularly performed
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Environmental issues that need to be considered include the likelihood
of the following:

e Major storms (hurricanes, lightning, blizzards, ice storms, typhoons,
tornadoes, blizzards, etc.)

Earthquakes

Floods and tsunamis Forest fires

Internal building risks Vermin and wildlife

Volcanoes
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Mitigations include the following:

e Monitoring announcements from public health authorities

e Having a sick-leave policy that does not incentivize employees to
come to work ill

e Developing a plan to operate with: a reduced workforce; employees
working from home; or work shifted to office locations less affected
(in the case of larger companies with multiple offices)
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Cloud Computing and Availability

e Organizations that want to take availability a step further use
hybrid/multicloud deployments so that they don't rely on a single CSP for
their operations.

e The availability increases that highly redundant data centers can provide
are impressive, with cloud providers claiming 99.99 percent or higher
availability. That number is useful only if organizations also ensure that
they will be able to access cloud providers that are highly available.

e Redundant network routes and hardware that can stay online through a
local or regional disaster are a necessary part of cloud hosting availability
designs that can take full advantage of these highly available remote
infrastructures.
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, and any fire safety system must be designed first
and foremost to protect the lives and health of those who work in the facility.
Enabling occupants to safely exit the building and ensuring that fire
suppression systems are unlikely to compromise health or safety are more
important than protecting systems and buildings.

Balance the costs of the following:

e Downtime
e Restoration costs
e Fire suppression system costs (capital and ongoing maintenance)
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Most jurisdictions have standards and guidelines for the fire protection
systems for IT equipment:

e Canada and the United States: NFPA 75, “Standard for the Fire Protection
of Information Technology Equipment,” and NFPA 76, “Fire Protection of
Telecommunications Facilities.”

e UK:BS 6266:2011, “Fire protection for electronic equipment
installations.” Code of practice.

e Germany: The VdS series of guidelines for fire protection and
suppression.
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e Three methods for detecting fire

e Typically alert locally, and may also be centrally monitored by a fire alarm
system

e An audible alarm and flashing lights should be used, so that both deaf and
blind personnel will be aware of the alarm

e Alert when temperature exceeds an established safe baseline
e May trigger when a specific temperature is exceeded or when temperature
changes at a specific rate (such as “10 °F in less than 5 minutes”)
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e Work through two primary methods: ionization and photoelectric

o smoke detectors contain a small radioactive source which creates a small
electric charge

S work in a similar fashion, except that they contain an LED (Light Emitting
Diode) and a photoelectric sensor that generates a small charge while receiving light

e Both types of alarm alert when smoke interrupts the radioactivity or light, lowering or blocking
the electric charge

e Dust should always be avoided in data centers. Small airborne dust particles can trigger smoke
detectors just as smoke does, leading to false alarms.

e Detect infrared or ultraviolet light emitted in fire
e One drawback to this type of detection is that the detector usually requires line-of-site to detect
the flame; smoke detectors do not have this limitation
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' DOMAIN 3: SECURITY ARCHITECTURE AND ENGINEERING

Apply Security Principles to Site and Facility Design

*Training provides a skill set such as learning to operate an emergency power system

-Awareness changes user behavior (“Don't let anyone follow you into the building after you
swipe your access card”)

*Evacuation routes should be prominently posted
All personnel should be advised of the quickest evacuation route from their areas
*Guests should be advised of evacuation routes as well

*All sites should use a meeting point, where all personnel will meet in the event of
emergency
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' DOMAIN 3: SECURITY ARCHITECTURE AND ENGINEERING

Apply Security Principles to Site and Facility Design

*The two primary evacuation roles are and

*The safety warden ensures that all personnel safely evacuate the building in the event of an
emergency or drill

*The meeting point leader assures that all personnel are accounted for at the emergency
meeting point

*Special care should be given to any personnel with handicaps, which could affect egress
during an emergency

Elevators should never be used during a fire
*All sites should have mitigating controls to allow safe egress for all personnel
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' DOMAIN 3: SECURITY ARCHITECTURE AND ENGINEERING

Apply Security Principles to Site and Facility Design

e Fire suppression systems are used to extinguish fires

Different types of fires require different suppressive agents

e Class K fires are kitchen fires, such as burning oil or grease. Wet
chemicals are used to extinguish class K fires.
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DOMAIN 3: SECURITY ARCHITECTURE AND ENGINEERING

Apply Security Principles to Site and Facility Design

Fires are categorized by the type of fuel:

e Class A: Ordinary solid combustibles (e.g., paper, wood, and
plastic) Class B: Flammable liquids and gases (e.g., gasoline)

e Class C: Energized electrical equipment

e Class D: Combustible metals (e.g., lithium metal, but not
lithium-ion batteries, which are considered Class B, although
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' DOMAIN 3: SECURITY ARCHITECTURE AND ENGINEERING

Apply Security Principles to Site and Facility Design

Make sure they know the following information:

e Where all the exits are (so they know the closest, and if blocked, the alternates)

e Where all the fire extinguishers are located as well as how and when to use them
(different types of fire extinguishers are appropriate for different types of fires)

e How to disable (or delay the discharge of) the fire suppression system should a false
fire detection be suspected

e How to manually trip the fire suppression system (in the case of gaseous suppression
and some sprinkler systems) should early signs of fire be detected by staff before the
fire detectors are triggered

e Where the fire alarm pull stations or call points are How to manually shut off power to
the data center
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' DOMAIN 3: SECURITY ARCHITECTURE AND ENGINEERING

Apply Security Principles to Site and Facility Design

HOLY MOLY! That was a long Domain with a lot of information!
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' LET’'S DO THIS!

Picking up where we left off.

CHAPTER

Domain 4: Communication
and \letwork Security

(Designing and Protecting

Network Security)
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' WHAT ARE WE GOING TO COVER?

Agenda - Domain 4: Communication and Network Security

» Network Architecture and Design
» Secure Network Devices and Protocols
« Secure Communications

Starting on page 283 this evening
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' LECTURE

Network Architecture and Design

- Assume that an attacker has already compromised your
perimeter.

» Network segmentation, isolation, etc.

« NSA Methodology for Adversary Obstruction (not testable, but
great guidance) -
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' LECTURE

Network Architecture and Design

- Assume that an attacker has already compromised your
perimeter.

» Network segmentation, isolation, etc.

« NSA Methodology for Adversary Obstruction (not testable, but
great guidance) -
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National Security Agency/Central Security Service
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Adversary Obstruction
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LECTURE

Network Architecture and Design

* Ass
peri Network Defense-in-Depth
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° N S / Y 1. Advanced Threat Protection (ATP)
‘ : .g. FireEye, Cisco/lronport
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2. Intrusion Detection/Prevention (IDS/IPS)
e.g. Sourcefire, McAfee

3. Web Security
e.g. Imperva, Fortinet,

4, Email Security
e.g. Bluecoat, Trustwave

5. Forensics Analysis
e.g. RSA/NetWitness, Solera

6. Data Loss Prevention (DLP)
e.g. Websense, TrendMicro

7. Network Generation Firewalls

oge e.g. Palo Alto Networks, Checkpoint
accelerate network aglllty 8. Security Event Monitoring (SEIM)

and incident response e.g. HP/Arcsight, IBM/QlLabs
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' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

 PANs are Personal Area Networks
 Typically, a range of 100 meters or much less
- Low-power wireless technologies such as Bluetooth use PANs.
 LAN is a Local Area Network
« A comparatively small network
 Typically confined to a building or an area within one
 MAN is a Metropolitan Area Network
 Typically confined to a city, a zip code, a campus, or office park
« WAN is a Wide Area Network
 Typically covering cities, states, or countries
* GAN is a Global Area Network; a global collection of WANSs.
* Also called the internet
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' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

* Internet is a globally connected WAN

 enables communication over vast geographical regions
* Intranet is a local or restricted network

« Enables users to store or share information across their organizations
» Extranet is an externally facing web portal

- Allows organizations to share select information with others

 Demilitarized zone ( ) a partially controlled area between the internet and a fully
protected intranet

« Used when a section of your intranet is public-facing
* VLAN are Virtual Area Networks
* |solated broadcast zones to segment a network

* SDN is a Software Defined Network
- Software instances of a physical network
« Used in virtualization
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' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

* Instead of using dedicated circuits, data is broken into packets,
each sent individually

« If multiple routes are available between two points on a network,
packet switching can choose the best route, and fall back to
secondary routes in case of failure

 Packets may take any path (and different paths) across a
network, and are then reassembled by the receiving node

 Missing packets can be retransmitted, and out of-order packets
can be re-sequenced.

* Unlike circuit-switched networks, packet-switched networks
make unused bandwidth available for other connections
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' LECTURE

Assess and Implement Secure Design Principles in Network Architectures
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' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

* A part of the network where packet collisions can occur

» Network collisions can occur when two deices send packets
at the same time on the shared network

 The packets interfere with each other (or “collide”), and both
devices are required to resend their packets

» Causing reduced network efficiency

« On each port on a bridge, switch, or router is a separate
collision domain, but all ports on a hub share the same
collision domain
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' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

* Models such as and
« Each layer performs a specific function

« The complexity of each layer’s functionality is contained within
its layer

- Changes in one layer do not directly affect another: changing
your physical network connection from wired to wireless (at
Layer 1) has no effect on your Web browser (at Layer 7)
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LECTURE

Assess and Implement Secure Design Principles in Network Architectures

« A network model is a description of how a network protocol
suite operates

* A network stack is a network protocol suite programmed in
software or hardware

* Protocol - set of rules that end points in a telecommunication
connection use when they communicate. Protocols specify
interactions between the communicating entities.
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' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

 OSI (Open System Interconnection) Reference Model is a layered
network model

« The model is abstract: we do not directly run the OSI model in our
systems

 Used as a reference point, so “Layer 1” (physical) is universally
understood

» Has seven layers
- Developed by International Organization for Standardization (ISO)

« Formally called “X.200: Information technology—Open Systems
Interconnection—Basic Reference Model.” - downloaded for free
at:
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' LECTURE

o (] [ ] (] f* —‘ " &
Assess and Implement Secure Design Principles in Networl

- Describes units of data such as bits represented by energy (such
as light, electricity, or radio waves) and the medium used to carry
them (such as copper or fiber optic cables)

 Cabling standards such as Thinnet, Thicknet, and Unshielded
Twisted Pair (UTP) exist at layer 1, among many others

* Laver 1 devices include hubs and repeaters
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~

_Ag: STP Cable
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Assess and Implement Secure Design Principles in Networl = &3

- Attackers might want to penetrate devices or connection media
or interfere with operations

 Passive sniffing either over the cable or wireless
« Cause excessive electrical interreference

» Jamming
* Cutting the cable
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' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

- Handles access to the physical layer as well as local area
network communication p }

* An Ethernet card and its MAC (Media Access Control) address
are at Layer 2, as are switches and bridges.
* Divided into two sub-layers: }

« Media Access Control (MAC) - transfers data to and from the L
physical layer - touches Layer 1

 12-digit long number — prefix or first 6 assigned to
manufacturers by IEEE, second half represent serial number

* Logical Link Control (LLC) -handles LAN communications - touches
Layer 3

 Facilitates node-to-node flow control and error management
« ARQ — Automatic Repeat Request

Y
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Assess and Im Architecture
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' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

* Forging MAC addresses (aka Address Resolution Protocol [ARP]
spoofing)

By forging ARP requests or replies, an attacker can fool data layer
switching to redirect network traffic intended for legitimate hosts to
an attacker’'s machine

« ARP spoofing is a common precursor to man-in-the-middle (MITM)
[can also be called machine-in-the-middle] attacks and session
hijacking
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Assess and Implement Secure Design Principles in Network Architectures

 Describes routing: moving data from a system on one LAN to a
system on another

- |P addresses and routers
* Protocols include IPv4 and IPv6, among others.
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' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

* Internet Protocol (IP) - is a set of requirements for addressing and routing data
across networks, including the internet

» Addressing — IP facilitates transmission of data from host to destination IP
address, traversing the network until the destination is located and reached

* Host addressing — each host has a unique address to provide its logical location on
the internet; its IP address

* Message Forwarding — gateways or routers are special-purpose devices or hosts
on the network that forward data between networks that are segmented

* Fragmentation — packet sizes can be large and complex; the network layer
facilitates the subdivision of a packet into a manageable or allowable size without
the loss of integrity

* Internet Protocol Security (IPSec) — when implemented, secure communication
using virtual private networks (VPNs) and encryption is made possible by this set
of protocols that provides for IP.
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' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

- Border Gateway Protocol

« Autonomous System (AS) is a large network or group of networks
managed or controlled by a single entity or organization

« BGP is a path-vector routing protocol used between separate ASs;
external BGP (eBGP) used between ASs (eg. ISPs), internal BGP (iBGP)
used within a single autonomous system

« Chooses the shortest path through the internet by navigating the least
number of ASs along the route;

 Routing Information Base (RIB) stores multiple paths across the internet,
and can silently update/remove routes without notifying peers
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' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

« Routing Information Protocol Versions 1 and 2 (RIP)
- Early routing protocol; first to use distance-vector routing mothed
« Uses counts of hop that a signal makes along the network path (max 15)
* In addition to hop count, RIP considers the below to prevent route looping
* Split horizon — prevents a route being directed backwards
 Route poisoning — sets the hop count to at 16 for failed routes

- Hold-down timers — if a bad route is received it will pause advertising
or accepting new routes during this time
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Assess and Implement Secure Design Principles in Network Architectures

 Open shortest path first v 1 & v2 (OSPF)
« A link-state protocol, one of the interior gateway protocols (IGPs)

 Gathers information from nearby routing devices and creates a network
topology, making changes when detect and automatically rerouting

« Computes traffic load and seeks to balance it

» Encapsulates data directly in IP packets at protocol number 89, so does
not use UDP/TCP
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' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

* Internet Control Message Protocol (ICMP)

- 3 fleld that distinguish the type and code of the ICMP packet and those
values never change in transit.

« Uses include manual troubleshooting (ping utility), network diagnostics
(traceroute utility) and system-generated error messages during IP
transmissions

* Internet Group Management Protocol (IGMP)
 Operates at the network layer, but specific to a host or a router in a group
* Key protocol for multicasts protocol
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Application |—> Network Processes to Applications
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Assess and Implement Secure Design Principles in Network Architectures

- MITM attacks involving traffic being redirects to a malicious actors
 Spoofing or forging network addresses
« Denial of service (DoS) by overwhelming target with resources

' FRSECURE @ This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License. 134


http://creativecommons.org/licenses/by-sa/4.0/

LECTURE
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- Handles packet sequencing, flow control, and error detection
« TCP and UDP are Layer 4 protocols
» Resending or re-sequencing packets
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* Handles
« TCP anc
* Resendil
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Assess and Implement Secure Design Principles in Network Architectures

« SYN Floods that drains resources by initiating TCP connections,
creating a DoS

» Trojans and malware target specific TCP/UDP ports
» Session hijacking
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Assess and Implement Secure Design Principles in Network Architectures

- Manages sessions, providing maintenance on connections
- Remote Procedure Calls (RPCs)

- A good way to remember the session layer’s function is
“connections between applications”

 Simplex, half-duplex, and full-duplex communication.
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* Manage [7 | Application |=> Network Processes to Applications
* Remote

- Agood | 6 |Presentation | = Data Representation
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- Not a common target for attacks

- Weakness in the deprecated Secure Socket Layer (SSL) or less
secure versions of Transport Layer Security (TLS) could be target

' FRSECURE @ This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License. 140


http://creativecommons.org/licenses/by-sa/4.0/

' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

- Presents data to the application (and user) in a comprehensible
way

 Concepts include data conversion, characters sets such as ASCII,
and image formats such as GIF (Graphics Interchange Format),

JPEG (Joint Photographic Experts Group), and TIFF (Tagged
Image File Format)
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* Presents daf 7
way

» Concepts In( [ | presentation | = Data Representation

and image f : -
JPEG (Joint + Insure data is readable by receiving system

. 5 Session + Format of data
Image File F , + Data structures

+ Negotiates data transfer syntax for
application layer

Application |=> Network Processes to Applications

4 | Transport
3| Network
2| Data Link

1| Physical
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- most common attacks involve encryption schemes using
cryptographic and cryptanalytic attacks covered in Chapter 3
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- Where you interface with your computer application

« Web browser, word processor, and instant messaging clients
exist at Layer 7

* Protocols Telnet and FTP
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« Where you ir

« Web browse
exist at Laye

* Protocols Te

Application |—> Network Processes to Applications
+ Provides network services to application
Presentation processes (such as electronic mail, file
transfer, and terminal emulation)

Session
Transport
Network
Data Link

Physical
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- Weakness in HTTP, FTP, Simple Mail Transfer Protocol (SMPT),
SNMP

* Other attacks like HTTP Flooding or input validation, SQL
Injection, cross-site scripting (XXS), Authentication weakness
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Many mnemonics exist to help remember the OSI model:

« “Please Do Not Throw Sausage Pizza Away” (Physical Data-Link
Network Transport Session Presentation Application)

« “Please Do Not Tell Sales People Anything.”
« “All People Seem to INeed Data Processing”
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« TCP/IP model (Transmission Control Protocol/Internet Protocol)

« Popular network model created by the United States Defense
Advanced Research Projects Agency in the 1970s (see:
for more
information)

« A suite of protocols including UDP (User Datagram Protocol) and
ICMP (Internet Control Message Protocol), among many others

« Some sources use Link Layer in place of Network Access Layer,
and Network layer in place of Internet Layer
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« TCP/IP | TCPI/IP Model OSI Model )
) iggg?& Application Layer
: Application Lave Presentation Layer
informa B i .
. A suite ¢ Session Layer 'd

Transport Layer

ICMP (I Transport Layer
« Some s¢
and Net! Internet Layer

Network Access Layer

Network Layer

Data Link Layer
Physical Layer
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- Combines layers 1 (Physical) and 2 (Data Link) of the OSI model

» Describes Layer 1 issues such as energy, bits, and the medium
used to carry them (copper, fiber, wireless, etc.)

* Also describes Layer 2 issues such as converting bits into
protocol units such as Ethernet frames, MAC (Media Access
Control) addresses, and Network Interface Cards (NICs)

« Networks include:
« WAN - Wide Area Network
* LAN - Local Area Network
* Internet
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- Aligns with the Layer 3 (Network) layer of the OSI model
* |P addresses and routing
* IPv4, IPv6, ICMP, and routing protocols (among others)

* IP (Internet Protocol) governs the Internet layer. (All packets go
through IPY)

 Best path determination and packet switching occur at this layer
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« TCP uses a three-way handshake to establish a reliable connection

« The connection is full duplex, and both sides synchronize (SYN) and
acknowledge (ACK) each other

« Exchange of these four flags is performed in three steps: SYN, SYN-ACK,
ACK

» The client chooses an initial sequence number, set in the first SYN
packet

* The server also chooses its own initial sequence number, set in the
SYN/ACK packet

 Each side acknowledges each other’'s sequence number by incrementing
it: this is the acknowledgement number

« Once a connection is established, ACKs typically follow for each
segment

« The connection will eventually end with a RST (reset or tear down the
connection) or FIN (gracefully end the connection)
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“ 32 bits "

« User Datagram Protocol Souce address
« A simpler and faster cousin to TCP

* No handshake, session, or reliability
* Informally called “Send and Pray” Zeros | Protocol UDP length
« Has a simpler and shorter 8-byte header

Destination address

Source port Destination port
* Fields include:
« Source IP Length Checksum
» Destination IP Data

 Packet length (header and data)

 Simple (and optional) checksum - if used, the checksum provides limited
integrity to the UDP header and data

« Operates at Layer 4

- Commonly used for applications that are “lossy” (can handle some
packet loss), such as streaming audio and video

 Also used for query-response applications, such as DNS queries.
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« Sometimes called either “Host-to-Host" or, more commonly,
“Transport” alone

« Connects the Internet Layer to the Application Layer
» Where applications are addressed on a network, via ports
« TCP and UDP are the two Transport Layer protocols
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 Connection-oriented protocol.

* supports dialogues between source and destination.
 packages application information into segments.
provides reliable full-duplex transmission.

supports flow control that exchanges packets.
windowing, acknowledgements.

retransmission - resends anything not received.
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« Connectionless protocol that exchanges datagrams.
 does not provide flow control.

 does not support windowing, acknowledgments or guaranteed
delivery.

* error processing and retransmission must be handled by other
protocols.

« unreliable.
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- Combines Layers 5 though 7 (Session, Presentation, and
Application) of the OSI mode

« Most of these protocols use a client-server architecture, where a
client (such as ssh) connects to a listening server (called a
daemon on UNIX systems) such as sshd

* Clients and servers use either TCP or UDP (and sometimes both)
as a Transport Layer protocol

* Protocols include SSH, Telnet and FTP, among many others
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- aka the Process Layer:
- Emphasis is on maximum flexibility for software developers.

- Handles all high-level protocols:
« FTPRHTTP, SMTP [ TCP examples ]
« TFTP, SNMP, DHCP, DNS, BOOTP [ UDP examples ]

- Data representation, encoding and dialog control.
 Ensures data is properly packaged for the next layer.
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- Takes information from a higher layer and adds a header to it,
treating the higher layer information as data

 “One layer’s header is another layer’s data.”

« As the data moves down the stack in the TCP/IP model,
application layer data is encapsulated in a layer 4 TCP segment.
That TCP segment is encapsulated in a Layer 3 IP packet. That IP
packet is encapsulated in a Layer 2 Ethernet frame. The frame is
then converted into bits at Layer 1 and sent across the local
network.

 Data, segments, packets, frames, and bits are examples of
Protocol Data Units (PDUs)

« Reverse of encapsulation is called de-multiplexing (sometimes
called de-encapsulation)
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« TCP/IP is a protocol suite: including (but not limited to):
 |IPv4 and IPv6 at Layer 3
« TCP and UDP at Layer 4

« A multitude of protocols at layers 5-7, including Telnet, FTP, SSH,
and many others

« Some protocols, such as IP, fit neatly into one layer (Internet).
Others, such as Address Resolution Protocol (ARP), help connect
one layer to another (Network Access to Internet in ARP’s case)
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* Unique hardware address of an Ethernet network interface card (NIC)
 Typically, “burned in” at the factory

« MAC addresses may be changed in software

» Burned-in MAC addresses should be unique

« Historically, MAC addresses were

« Two halves: the first 24 bits form the Organlzatlonally Unique Identifier (OUI)
« Last 24 bits form a serial number (formally called an extension identifier)

 Organizations that manufacture NICs, such as Cisco, Juniper, HP, IBM,
and many others, purchase 24-bit OUIs from the Institute of Electrical
and Electronics Engineers (IEEE), Incorporated Registration Authority. A
List of registered OUls is available at
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Administrator: C:\Win 32\cmd.exe =8| x

Microsoft Windows [Uersion 6.1.76611
Copyright {(c)> 2089 Microsoft Corporation. All rights reserved.

. C:\Users\Microservices ipconfig /all
 Unique hardware address of an Eth|Zz=as
(NIC) sz‘gza_}f%:z)ns Suffix

IP Routing Enabled.

WINS Proxy Enabled.

» Typically, “burned in” at the factory | ——

Ethernet adapter Local Area Connection:

 MAC addresses may be changed in|§ SSSE??E%QZ?"“““ NS Sufflx L ergORs BSse7Lns Gigabit Netuork Gonnec

A-24-E8-39-79-65

€S
)uld b‘ ﬂutoconf1gulat1on En Yes
- — — — -— IPu6 Address. . . . . . . . . : 2607:8400:2006:2:cB8h:6edazecfa:d320(Pref
erred>

vere | Tgr;\porary IPv6 Address. . . . . . = 2607:8480:2006:2:1095:5d3e:9d2a:fadd{(Pref
. . . erre
Organizationally Unique Network Interface Controller | Link-local IPu6 Address . . . . . : fe8@::c@8b:6eda:ecfa:d320x18(Preferred)
sg: + | IPv4 Address. . . . w e a = 128.223.91.116(Preferred)
Identifier (OUI) (NIC) Specific [-' ﬂ Subnet Mask - - . . . : 255.255.255.@
orm Lease Obtained : Uednesday, August 22, 2812 7:45:28 AM
Lease Expires : Wednesday, August 22, 2012 ?7:45:27 PM
Default Gateway : fe8A::2aB:c9ff:feB2:1061210
128.223.91.1
DHCP Server = 128.223.
DNS Servers : 128.223.
it s Mber (| [——
rimary W erver H - -
Bytes Bytes Secondary WINS Server : 128.223.
IUEIILIIIEI) NetBIOS over Tcpip : Enabled

Tunnel adapter isatap.uoregon.edu:

+ Organizations that manufacture NI [ SR

: Microsoft ISATAP Adapter

IBM, and many others, purchase 24 s e ausi A

Autoconf iguration Enabled . . . : Yes

Electrical and Electronics Engineers s s

man’ is not recognized as an internal or external command.
operabhle program or batch file.

Registration Authority. A List of regi| S
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* |[EEE created the EUI-64 (Extended Unique Identifier) standard for
64-bit MAC addresses

* OUIl is still 24 bits, but the serial number is 40 bits

 Allows far more MAC addresses, compared with 48-bit
addresses
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* Internet Protocol version 4, commonly called “IP”

« Fundamental protocol of the Internet

 Designed in the 1970s to support packet-switched networking
 Used for the ARPAnet, which later became the Internet

* |P is a simple protocol, designed to carry data across networks
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 Requires a “helper protocol” called ICMP

* |IP is connectionless and unreliable: it provides “best effort”
delivery of packets

* If connections or reliability are required, they must be provided by
a higher-level protocol carried by IP, such as TCP

 Uses 32-bit source and destination addresses, usually shown in
“dotted quad” format, such as “192.168.2.4"

 32-bit address field allows 232, or nearly 4.3 billion addresses

 Lack of IPv4 addresses is a fundamental problem: one of the
factors leading to the creation of IPv6, which uses 128-bit
addresses
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 An IP header is 20 bytes long (with no options)
* Key fields are:
* Version: IP version (4 for IPv4)
 IHL: Length of the IP header
Type of Service: sets the precedence of the packet
|dentification, Flags, Offset: used for IP fragmentation
Time To Live: to end routing loops
Protocol: embedded protocol (TCP, UDP, etc.)
Source and Destination IP addresses

« (Optional) Options and padding
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Fragment Offset
T —

Fragment offset from start of
IP datagram. Measured in 8
byte (2 words, 64 bits)
increments. If IP datagram is
fragmented, fragment size
(Total Length) must be a
multiple of 8 bytes.

IP Flags

x 0x80 reserved (evil bit)
D 0x40 Do Not Fragment
M 0x20 More Fragments
follow
RFC 791
S —
Please refer to RFC 791 for
the complete Internet
Protocol (IP) Specification.

Header Checksum
|

Checksum of entire IP
header
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- If a packet exceeds the Maximum Transmission Unit (MTU) of a network
» May be fragmented by a router along the path

* MTU is the maximum PDU size on a network

* Fragmentation breaks a large packet into multiple smaller packets

« Typical MTU size for an IP packet is 1500 bytes

- IP Identification field (IPID) is used to re-associate fragmented packets (they will
have the same IPID)

» Flags are used to determine if fragmentation is allowed, and whether more
fragments are coming

» Fragment offset gives the data offset the current fragment carries: “Copy this
data beginning at offset 1480"

« Path MTU discovery uses fragmentation to discover the largest size packet
allowed across a network path

- If alarge packet is sent with the DF (do not fragment) flag sent and a router with a
smaller MTU than the packet size will drop it, sending a “Fragmentation needed
and DF set” ICMP message
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 Successor to IPv4

- Larger address space (128-bit addresses compared to IPv4’s 32
bits)

- Simpler routing

 Simpler address assignment

* Lack of IPv4 addresses was the primary factor that led to the
creation of IPv6

Note - IPv6 address space is 2.:s; there are over 340 undecillion
(called 340 sextillion) total addresses, which is a 39-digit number in
decimal: 340,282,366, 920,938,463,463,374,607,431,768,211,456.

' FRSECURE @ This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License. 174


http://creativecommons.org/licenses/by-sa/4.0/

' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

 The IPv6 header is larger (40 bytes vs. 20 bytes) and simpler than
IPv4

* Fields include:

* Version: IP version (6 for IPv6)
Traffic Class and Flow Label: used for QoS (Quality of Service)
Payload Length: length of IPv6 data (not including the IPv6 header)
Next header: next embedded protocol header
Hop Limit: to end routing loops
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Se|0||[|||1|1|[||||||2[|||||||3||||||l|
Version Traffic Class Flow Label A
Payload Length Next Header Hop Limit
12 40
16 Source Address Bytes
20
24
28
Destination Address
32
36 L /
: I I J | 1 J ' I l2 - | . I3 I
Bt "0+ 23 4887885 123456°7808 3123458678851
|« Nibble —#}— Byte —— Word >
Version ‘ Payload Length \ Next Header 1 Hop Limit
"

Version of IP Protocol. 4 and
6 are valid. This diagram
represents version 6
structure only.

Traffic Class

8 bit traffic class field.

Flow Label ‘
S

20 bit flow label.

@ ®» O This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License.

16-bit unsigned integer.
Length of the IPv6 payload,
i.e., the rest of the packet
following this IPv6 header, in
octets. Any extension
headers are considered part
of the payload.

Source Address }
S ——

128-bit address of the
originator of the packet.

8-bit selector. Identifies the
type of header immediately
following the IPv6 header.
Uses the same values as the
IPv4 Protocol field.

Destination Address J
S ——

128-bit address of the
intended recipient of the
packet (possibly not the
ultimate recipient, if a
Routing header is present).

8-bit unsigned integer.
Decremented by 1 by each
node that forwards the
packet. The packet is
discarded if Hop Limit is
decremented to zero.

RFC 2460 ‘

Please refer to RFC 2460
for the complete Internet
Protocol version 6 (IPv6)
Specification.

Copyright 2006 - Matt Baxter - mjp@fatpipe.org

tectures


http://creativecommons.org/licenses/by-sa/4.0/

' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

* IPv6 hosts can statelessly autoconfigure a unique address,
omitting the need for static addressing or DHCP

. takes the host’s MAC address and
uses it to configure the IPv6 address

* |IPv6 addresses are 128 bits long, and use colons instead of
periods to delineate section

 One series of zeroes may be condensed into two colons (“::").

- Stateless autoconfiguration removes the requirement for DHCP
(Dynamic Host Configuration Protocol)

« DHCP may be used with IPvé: this called “
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* The “ifconfig” (left) shows two IPv6 addresses:
« fc01::20c:29ff:feef:1136/64 (Scope:Global)
« fe80::20c:29ff:feef:1136/64 (Scope:Link)

 The first address (fc01:....) is a “global” (routable) address, used for
communication beyond the local network

 |Pv6 hosts rely on IPv6 routing advertisements to assign the global \ /
address

« The second address (fe80:....) is a link-local address, used for local
network communication only

« Systems assign link-local addresses independently, without the
need for an IPv6 router advertisement

« /64 is the network size in CIDR format; means the network prefix is
64 bits long: the full global prefix is fc01:0000:0000:0000
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« The host uses the following process to statelessly configure its
global address:

» Take the MAC address: 00:0c:29:ef:11:36

« Embed the “ffee” constant in the middle two bytes:
00:0c:29:ff:fe:ef:11:36

« Set the “Universal Bit": 02:0c:29:ff:fe:ef:11:36

“.n

* Prepend the network prefix & convert to “:” format:
fc01:0000:0000:0000:020c:29ff:feef:1136

“, . n,

« Convert one string of repeating zeroes to “::":
fc01::20c:29ff.feef:1136

Note: systems may be “dual stack” and use both IPv4 and IPv6 simultaneously
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« An IPv6-enabled system will automatically configure a link-local address
(beginning with fe80:...) without the need for any other ipv6-enabled
infrastructure. The host can communicate with other link-local
addresses on the same LAN. This is true even if the administrators are
unaware that IPv6 is now flowing on their network.

 |SPs are also enabling IPv6 service, sometimes without the customer’s
knowledge. Modern network tools, such as networked intrusion
detection systems, can “see” IPv6, but are often not configured to do so.

« Many network professionals have limited experience or understanding
of IPv6. From an attacker’s perspective, this can offer a golden
opportunity to launch attacks or exfiltrate data via IPv6.

 All network services that are not required should be disabled: this is a
fundamental part of system hardening. If IPv6 is not required, it should
be disabled
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« Original IPv4 networks (before 1993) were “classful”
* Classified in classes A through E

* Class A through C were used for normal network use. Class D
was multicast, and Class E was reserved

st msaokion e | ciwvons | | S ot
Class A 0 8 24 128 (2') 16,777,216 (2%) 0.0.0.0 127.255.255.255
Class B 10 16 16 16384(2") | 65536(2"%) 128000 191255255255
Class C 110 24 8 2,097,152 (22" 256 (2°) 192000 223.255.255255

Class D (multicast) 1110 = not defined not defined  not defined not defined 224000 239.255.255.255
Class E (reserved) 1111 not defined not defined  not defined not defined 240.0.0.0 255.255.255.255
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MNAT Type | Example

LECTU RE Static 192.168.1.47 -» 192.0.2.252

Assess and Implement Secure Design Principles e T B PEY
Poodl 192.168.1.56 -> 182.0.2.12
PAT 192.168.1.% -> 192.0.2.20

« Used to translate IP addresses

« Frequently used to translate RFC1918 addresses as they pass from
intranets to the Internet

* Three types of NAT are:

« Makes a one-to-one translation between addresses, such as
192.168.1.47—192.0.2.252

. (also known as dynamic NAT)

» Reserves a number of public IP addresses in a pool

» Addresses can be assigned from the pool, and then returned.
. (PAT, also known as NAT overloading)

 Typically makes a many-to-one translation from multiple private
addresses to one public IP address

« Common solution for homes and small offices: multiple internal
devices such as laptops, desktops and mobile devices share one public
IP address
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Distributed Denial of Service (DDoS) Attacks e.g. using large numbers of
distributed systems like l0T devices to flood the target with UDP traffic

* SYN Flooding — overwhelming target with SYN connections. Increasing
backlog queue by leaving half opened connections, recycling the oldest
half-opened TCP connection, acting on SYN cookies to recreate the SYN
backlog

 loT devices — since there are increasing numbers of 0T devices on networks
that remained increasingly unpatched or unable to be patched, attackers can
easily attack these devices with simply code and bring them into t

¢ Man-In-the-Middle (MITM) attack — Signal intercepts 5 ﬁ
. . . () o
/signal relays; impersonation attacks - 4
 Authentication — to prevent MITM attacks cryptographic 1
Protocols are used to authenticate endpoint or transmission Y
* Tamper detection - to prevent MITM attacks detect changes
in latency and hashes vs expected base lines
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» Packet sniffing — any unencrypted protocols are subject to passive attacks
where an attacker has been able to place a packet sniffing tool on the network
to monitor traffic. This can be used to monitor traffic types and patterns to
map out the network

 Hijacking Attacks — another type of MITM attack which involves the
exploitation of an active session, where an attack can intercept or eavesdrop
on the session token or cookie, and connect to the server in parallel with the
victim or send a specifically formed packet to the victim to terminate the
session

e TIP — promiscuous mode is a setting that packet sniffers enable to stop a
device from discarding or filtering data unintended for it. The packet sniffers
can gain access to the additional traffic and data packets that otherwise have
been unfiltered.

 MITRE ATT&CK Framework - More about MITRE ATT&CK at attack.mitre.org

' FRSECURE @ This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License. 184


http://creativecommons.org/licenses/by-sa/4.0/

' LECTURE

Assess and Implement Secure Design Principles in Network Architectures

» Secure Shell - replacement for Telenet, supports a cryptographic tunnel
to protect the integrity of the communications, limiting MITM and
session hijacking. SSH-1 deemed insecure, SSH-2 protects better
against ease dropping, DNS & IP spoofing and MITM attacks

* Transport Layer Security (TLS) — is a secure protocol that replaces SSL
for web traffic. It's a session-oriented protocol used for web, email, FTP
and even Telenet traffic. Easier that IPSec for VPN as it doesn’t need
pre-installed client certificates. Provides One-way, Two-way
authentication using digital certificates. Can operate at network layer for
VPN (eg. Open VPN)

» Kerberos — communication protocol for logon credentials using
ticketing systems to allow communication over an unsecured network
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* Internet Protocol Security (IPSec) — a suite of protocols design to provide
confidentiality, integrity and authentication of data sent over an IP network. It
uses Authentication Headers (AH), Encapsulation security payload (ESP),
Security Associations (SAs) via Transport or Tunnel Mode

* Internet Key Exchange (IKE) — part of the IPSec suite used to establish a secure,
authenticated communication channel between two identities usually using
X.509 PKI certificates. IKEv1 is consider vulnerable. IKEv2 addresses issues in
v1. IPSec VPN configs using both IKEv1/IKEv2 can be vulnerable to downgrade
attacks; mitigate by segregating systems that need IKEv1 from IKEv2
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- adversaries can use multiple layers of encapsulation to hide their
activities, eg. Hiding FTP traffic in HTTP packet

* Virtual Local Area Networks (VLAN)- attackers can use multilayer
protocol encapsulation to fool interior switching devices to gain access
to a VLAN. VLANSs are used to isolate network traffic to its own
separated broadcast domains, and the switch know what VLAN traffic is
supposed to go based on its VLAN ID per IEEE 802.1Q encapsulates
each packet. To hop VLANSs an attack is double encapsulating a packet.

 Supervisory Control and Data Acquisition Systems (SCADA) - use a
legacy protocol Distributed Network Protocol (DNP3) which has many
similarities to TCP/IP. In order to communicate over public networks
they used encapsulating DNP3 over TCP/IP

* NOTE: many systems use another legacy protocol Modbus, defacto
standard of application layer protocol, variants include Modbus+
and Modbus/TCP; which allows a modbus client to send requests to
a modbus server with function code that specifies actions take and
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4 N

 Differ from encapsulated or multiprotocol, as they merge specialty or
proprietary protocols with standard protocols like TCP/IP

* Fibre Channel over Ethernet (FCoE) — supports Fibre Channels that are usually
need over fiber-optic cables for SANs or NAS to achieve of 128 - 256 Gbps over g )
10 Gbps Ethernet. FCoE uses Ethernet frames to support the Fibre Channel
communications. [ J

* Internet Small Computer System Interface (iSCSI) — viewed as a low cost
alternative to fiber, transmits SCSI commands over IP

 Multiprotocol Label Switching (MPLS) — high-throughput, high performance
network technology using short path labels rather than long addresses. MPLS
networks can handle T1/E1, ATM, Frame Relay, SONET, and DSL, not just
TCP/IP. Often creates dedicated circuits between two stations. Commonly
called 2.5 protocol operates between layer 2 and 3

 Voice over Internet Protocol (VolP) — encapsulates voices communications
and multimedia sessions over IP networks. Popular way to operate telephony
solutions
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is a method of creating zone within a network to isolate resources from one another
and secure each segment individually. Requires re-authentication with viewing or
accessing resources across zones.
» Software-Defined Networking (SDN) — allows networks to be centrally
managed/programmed. Allows dynamic network configurations/management and
improves network performance, plus gives orgs a centralized view of network
architecture.

* Infrastructure layer (data plane) — network switches and routers and the data

itself as well as the process of forwarding data to destination

» Control layer - the intelligence in devices that determine how traffic should flow
based on the status of the infrastructure layer as needed by application layer

» Application layer — Network services, utilities, and applications that interface
with the control layer to specify needs and requirements

TIP: East-West is usually traffic flow within data center or network. North (outside)- South(inside) data flow.
3 layers of SDN are closed related to network engineer view of data/control/management planes for circuit and

network management
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5 o =

is a method of creating zone within a networl
and secure each segment individually. Requir
accessing resources across zones. | O -

» Software-Defined Networking (SDN) — allows
managed/programmed. Allows dynamic netw

improves network performance, plus gives or & & & & & &
architecture.
* Infrastructure layer (data plane) — netwc = == = ==

itself as well as the process of forwardin

 Control layer - the intelligence in device:
based on the status of the infrastructure

* Application layer — Network services, uti
with the control layer to specify needs and requirements

TIP: East-West is usually traffic flow within data center or network. North (outside)- South(inside) data flow.
3 Iayers of SDN are closed related to network engineer view of data/control/management planes for circuit and
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» Software-Defined Security (SDS) — a security model in which security
mechanisms are controlled and managed by security software. Policy-driven
security that consists of network segmentation, intrusion detection and
prevention, user and device identification, application controls

 Software-Defined Wide Area Network (SD-WAN) - use software to control
connectivity and management services between data centers and remote
networks such a cloud service providers (CSPs). Must support multiple
connection types (internet, MPLS, LTE, etc); perform dynamic path selection
to support load sharing across WAN connections; provides simple interface
for managing the WAN; Must support VPN and 3™ party services

* Virtual eXtensible Local Area Network (VXLAN) — encapsulates layer 2
ethernet frames within layer 4 UDP datagrams. Allows networks to segment
large networks with scale that VLANs can't support. 16 million VXLANs vs
4096 VLANS

* Encapsulation - the wrapping of one protocol around the contents (or
payload) of a subsequent protocol. Logically separating functions from their
underlaying physical structures
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. STANDARD FREQUENCY MAXIMUM
« Wireless networks face the same Q
cpee . . (GHZ) DATA RATE
vulnerabilities without the strings
attached, some additional items may | wiri 1 802.11b 1999 24 11 Mbps
include insecure defaults, increased _
MITM types of eaves dropping, DDoS WiFi 2 802.11a 1999 5.0 54 Mbps
or interference, signal capture and Wi 3 802119 5003 >4 54 Mbps
recreation, RF mapping
o Wi-Fi (Wireless ﬁdellty) is the most WiFi 4 802.11n 2009 24/50 600 Mbps
common family of wireless protocol, [ 802.11ac 2013 5.0 1.73 Gbps
with Wi-Fi governed by IEEE 802.11 (Wave 1)
family of standards. 802.11x is used to
refer to the all of the specific 802.11ac 2015 5.0 3.46 Gbps
implementations. (Wave 2)
* Do not confuse 802.11x with 802.1x
which is used for authentication WiFi 6 802.11ax 2020 24/5.0/60 9.60 Gbps
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* Wired Equivalent Privacy (WEP) and Wi-Fi Protected Area (WPA) - are the two more
used encryption standards for Wi-Fi. WEP is considered Highly insecure and should not
be used. WPA continues to evolve with WPA3 being the current standard. 802.11
standard defines 2 methods to authenticate to a Wireless Access Point (WAP) using
Open system authentication (OSA) and shared key authentication (SKA).

« OSA is open and unencrypted. SKA enforces authentication or blocks access
¢ WEP implements Rivest Cipher 4 (RC4) and was instantly cracked

* WPA was designed as an interim solution for 802.11i and implement Lightweight
Extensible Authentication Protocol (LEAP) and Temporal Key Integrity Protocol (TKIP)
which implemented a per packet 128 bit encryption key, added cyclic redundancy check
(CRC) to validate integrity. Both options now crackable

 WPA2 (IEEE 802.11i) — FIPS 140-2 compliant AES encryption and counter mode cipher
block chaining message authentication code protocol (CCMP). The name WPA2 was
selected since WPA was so widely published.
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 WPA3 - adds 192 bit encryption and individualized encryption for each user

* IEEE 802.1X — WPA, WPA2, WPA3 support enterprise authentication know as
802.1X/EAP a standard NAC that is port-based to ensure client access control to
network resources. Checking system that allows wireless network to leverage the
existing network infrastructure’s authentication services

* Extensible Authentication Protocol — authentication framework vs mechanisms

* Protected Extensible Authentication Protocol - using TLS tunnel PEAP encapsulates
EAP methods to provide authentication and potentially encryption

 Lightweight Extensible Authentication Protocol — Cisco alternative to Temporal Key
Integrity Protocol for WPA

* Temporal Key Integrity Protocol — TKIP designed as replacement for WEP without
replacement of legacy hardware which added key mixing function and message integrity
checks
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* Wireless Access Point (WAP or AP) - allows a networking
devices that allows wireless-enabled devices to connect to a
wired network. Aps connect directly to the LAN or other
wireless technologies

Wireless Router

1 -
* To set up a secure wireless environment, there is more — wh!*
than booting it up, configuring a funny SSID (service set
identifiers) and choosing which hardware modesand
speeds you will be supporting “ Sory for oud sex at 3AM e
SlowlnteretSlowFap i~
notthedroidsyourleokingfor N
Flash Rm420 for password e
Linsanity 1
Virus Distribution Center M .
Open Network and Sharing Center
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wH BE AS8 L)

e Conducting a Site Survey — used to identify rouge Aps as ™= =% & &
well as define the placement, configuration and R a
documentation of the Aps e — , <

* Determining Wireless Access Placement — use
visualization software to help you determine the best
placement. Use central locations, avoid solid structures,
avoid reflective or flat metal surfaces or electrical
equipment. Position external omnidirectional antennas
pointing vertically, point directional antennas towards the
desired direction. Consider the environmental impact of
the environment on the signal.

* Antennatypes- =

~
‘‘‘‘‘‘‘‘

Isotropic Omni/Dipole Yagi/Directional
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* Wireless Channels — wireless signals are subdivided into channels within a
frequency called channels. Channels have no implications on security, just
on limiting interference, choose the least congested ones

 Infrastructure Mode and Ad Hoc Mode:
e Standalone — APs connects to wireless clients but not wired resources
* Wired Extension — APs act as a connection point, or hub to link to wired

resources
* Enterprise Extended — multiple APs with the same ESSID are used to
connect a large physical area to the same wired network 4 )

» Bridge — a wireless connection used to link two wired networks

 Service Set Identifiers (SSID) — the network name. ESSID is when its used
in infrastructure mode or BSSID when in ad-hoc or peer-to-peer mode.
BSSID is the MAC of the hosting base station Q 4

- Disable the broadcast of the SSID by disabling the beacon frame
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e Captive Portals — used as authentic safeguards. Note that a captive portals are
compromised they can be used to serve malicious scripts to everyone that connects

» Mac Filters — a list of authorized devices based on a defined list of MAC addresses of
the devices

* Wireless attacks — War driving similar to war dialing where they can use tools in a
moving vehicle to infiltrate wireless networks

 Li-fi — uses ultraviolet or infrared light to transmit data

* Bluetooth — wireless technology that supports point to point transmission from 30-300
feet. Create a personal area network (PAN)

e ZigBee — |IEEE 802.15.4 low-cost, low-power and low-latency communication, used in
applications with short range with low data transfers. used within many loT devices
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A Base station

Femto Cell

‘ Relay
Q Mobile

* wireless networks that traverse across cells.
The cells are geographically dispersed areas
that may consist of one or more cell sites or
base stations

* Cellular transmission are not inherently secure 1G 26
and are susceptible to MITM traffic capture

* As the speed of cellular technology advances F,
so does the application to more sensitive B @
applications Z

More than
24Kb/s | 64 Kb/s | 2Mb/s | 100 Mb/s 1 Gh/s
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 also called a Content Delivery Network

« Collection of resources services, proxy services, and data storage
centers that a geographically dispersed to provide low-latency access to
high availability data such as multimedia, ecommerce, social media, etc
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' WE MADE IT THROUGH SESSION #6!

Technical, but not too technical.

» We left off on page 334 in the book.
- Wednesday (5/4) we'll finish this chapter and domain.
» Come with questions!

Have a great evening, talk to you Wednesday!
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